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Augmented	
  Reality:	
  The	
  Vision	
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•  Sensing	
  

•  Real-­‐Time	
  Context	
  

•  Informa=on	
  Overlay	
  



Augmented	
  Reality:	
  Produc=za=on	
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•  Coming	
  to	
  market	
  
–  Glass	
  
–  SpaceGlasses	
  
–  castAR	
  
–  …	
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•  Coming	
  to	
  market	
  
–  Glass	
  
–  SpaceGlasses	
  
–  castAR	
  
–  …	
  

	
  
Incorporates	
  wearable	
  camera	
  



Augmented	
  Reality	
  &	
  Privacy	
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Privacy	
  Issues	
  and	
  Recording	
  Devices	
  	
  
•  Mul=media	
  Spaces,	
  e.g.:	
  	
  
–  [BelloT	
  1992]	
  
–  [Adams	
  2000]	
  

•  Infrastructure	
  Cameras,	
  e.g.:	
  
–  [Friedman	
  2006]	
  
–  [Massimi	
  2010]	
  
–  [Nguyen	
  2011]	
  

•  Wearable	
  Cameras,	
  e.g.:	
  
–  [Nguyen	
  2009]	
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Inves=ga=ng	
  underlying	
  issues	
  of	
  
augmented	
  reality	
  and	
  privacy…	
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Inves=ga=ng	
  underlying	
  issues	
  of	
  
augmented	
  reality	
  and	
  privacy…	
  

via	
  in-­‐situ	
  interviews	
  



Talk	
  Agenda	
  

1.  Augmented	
  Reality	
  and	
  Privacy	
  

2.   In	
  Situ	
  with	
  Bystanders:	
  Study	
  Design	
  and	
  
Results	
  

3.  Towards	
  Privacy-­‐Media=ng	
  Technologies	
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•  Observa=on	
  &	
  semi-­‐
structured	
  interviews	
  in	
  
cafes	
  
•  12	
  field	
  sessions	
  
•  8	
  cafes	
  
•  Spring	
  &	
  Summer	
  2013	
  
•  31	
  par=cipants	
  

	
  
	
  

In-­‐Situ	
  Interviews	
  with	
  Bystanders	
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Field	
  Sessions	
  

•  Researcher	
  pair	
  (F/M):	
  
A.  Researcher	
  observing	
  and	
  

interviewing	
  
B.  Researcher	
  wearing	
  mock	
  

AR	
  device	
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AR	
  Interview	
  Results:	
  	
  
Bystander	
  Reac=ons	
  

•  Bystander	
  reac=ons	
  ranged	
  (predominantly	
  indifferent	
  or	
  
nega=ve)	
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AR	
  Interview	
  Results:	
  	
  
Bystander	
  Reac=ons	
  

•  Bystander	
  reac=ons	
  ranged	
  (predominantly	
  indifferent	
  or	
  
nega=ve)	
  

•  1/3	
  of	
  par=cipants	
  did	
  not	
  no=ce	
  glasses	
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•  Par=cipants	
  were	
  split	
  as	
  to	
  whether	
  recording	
  with	
  an	
  
AR	
  device	
  is	
  similar	
  or	
  different	
  to	
  recording	
  with	
  cell	
  
phones	
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AR	
  Interview	
  Results:	
  	
  
AR	
  vs.	
  Other	
  devices	
  



AR	
  Interview	
  Results:	
  	
  
AR	
  vs.	
  Other	
  devices	
  

What’s	
  Similar	
  
•  No	
  legal	
  differences	
  
•  Recording	
  is	
  already	
  

expected	
  (cell	
  phones,	
  
CCTVs,	
  cameras)	
  

What’s	
  Different	
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“I’m	
  fully	
  aware	
  that	
  I’m	
  being	
  
photographed	
  all	
  the	
  7me.	
  Look	
  at	
  the	
  

tracking	
  ac7vi7es	
  of	
  the	
  police	
  in	
  
Boston.	
  That	
  was	
  “fantas7c,”	
  in	
  the	
  

literal	
  sense	
  of	
  the	
  word,	
  not	
  necessarily	
  
the	
  posi7ve	
  sense.”	
  	
  



AR	
  Interview	
  Results:	
  	
  
AR	
  vs.	
  Other	
  devices	
  

What’s	
  Similar	
  
•  No	
  legal	
  differences	
  
•  Recording	
  is	
  already	
  

expected	
  (cell	
  phones,	
  
CCTVs,	
  cameras)	
  

What’s	
  Different	
  
•  Subtleness	
  
•  Ease	
  of	
  recording	
  
•  Lack	
  of	
  prevalence	
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“It’s	
  slightly	
  more	
  clandes7ne,	
  but	
  if	
  it	
  
gets	
  popular	
  people	
  would	
  be	
  clued	
  in.	
  	
  



AR	
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  Results:	
  	
  
Perspec=ves	
  on	
  Recording	
  

What	
  makes	
  being	
  recorded	
  more	
  or	
  less	
  impacJul?	
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Design	
  defenses	
  
leveraging	
  these	
  
proper=es…	
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Can	
  we	
  design	
  
mi=ga=ng	
  
strategies	
  that	
  take	
  
place	
  as	
  a	
  social	
  
context	
  into	
  
account?	
  
	
  

[Harrison	
  1996]	
  	
  



AR	
  Interview	
  Results:	
  
Permission	
  &	
  No=fica=on	
  

22	
  



AR	
  Interview	
  Results:	
  
Permission	
  &	
  No=fica=on	
  

•  Over	
  1/2	
  of	
  par=cipants	
  would	
  want	
  to	
  be	
  asked	
  
permission	
  
–  Focus	
  of	
  recording	
  
–  Feasibility	
  
–  Helplessness	
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AR	
  Interview	
  Results:	
  
Permission	
  &	
  No=fica=on	
  

•  Over	
  1/2	
  of	
  par=cipants	
  would	
  want	
  to	
  be	
  asked	
  
permission	
  
–  Focus	
  of	
  recording	
  
–  Feasibility	
  
–  Helplessness	
  

•  Some	
  par=cipants	
  expressed	
  interest	
  in	
  blocking	
  
technologies	
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Talk	
  Agenda	
  

1.  Augmented	
  Reality	
  and	
  Privacy	
  

2.  In	
  Situ	
  with	
  Bystanders:	
  Study	
  Design	
  and	
  
Results	
  

3.   Towards	
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Privacy	
  Systems	
  for	
  AV	
  Recording	
  
•  Broadcas=ng	
  privacy	
  preferences	
  

–  [Brassil	
  2009]	
  
•  Opt-­‐out	
  markers	
  

–  [Schiff	
  2009]	
  
•  Blurring	
  video	
  

–  [Barhm	
  2011]	
  

•  Recognizing	
  private	
  spaces	
  
–  [Templeman	
  2014]	
  

•  Cryptographic	
  enforcement	
  	
  
–  [Halderman	
  2004]	
  

•  Ac=ve	
  distor=on	
  via	
  pulsed	
  light	
  
–  [Patel	
  2009]	
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Pull	
  Push	
  

Design	
  Axes	
  for	
  Privacy-­‐Media=ng	
  Technologies	
  

27	
  

e.g.	
  [Brassil	
  2009]	
  



Opt-­‐in	
  

Opt-­‐out	
  

Design	
  Axes	
  for	
  Privacy-­‐Media=ng	
  Technologies	
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e.g.	
  [Schiff	
  2009]	
  

Push	
   Pull	
  



ReacRve	
  

ProacRve	
  

Design	
  Axes	
  for	
  Privacy-­‐Media=ng	
  Technologies	
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[Templeman	
  2014]	
  

Push	
   Pull	
  



Suggested	
  

Enforced	
  

Design	
  Axes	
  for	
  Privacy-­‐Media=ng	
  Technologies	
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e.g.	
  [Halderman	
  2004]	
  

Push	
   Pull	
  



Compliance-­‐dependent	
  

Design	
  Axes	
  for	
  Privacy-­‐Media=ng	
  Technologies	
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Compliance-­‐independent	
  
e.g.	
  [Patel	
  2009]	
  

Push	
   Pull	
  



Sharing-­‐Rme	
  

Recording-­‐Rme	
  

Design	
  Axes	
  for	
  Privacy-­‐Media=ng	
  Technologies	
  

32	
  

Push	
   Pull	
  

Co
m
p-­‐
de

pe
nd

	
  
Co

m
p-­‐
in
de

pe
nd

	
  

e.g.,	
  	
  
•  [Brassil	
  2009]	
  
•  [Patel	
  2009]	
  
•  [Schiff	
  2009]	
  
•  [Templeman	
  2014]	
  

e.g.	
  [Henne	
  2013]	
  



IdenRty-­‐based	
  

Proximity-­‐based	
  

Place-­‐based	
  

Design	
  Axes	
  for	
  Privacy-­‐Media=ng	
  Technologies	
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e.g.,	
  [Manweiler	
  2009]	
  



Third-­‐party	
  

Bystander-­‐based	
  

User-­‐based	
  

Design	
  Axes	
  for	
  Privacy-­‐Media=ng	
  Technologies	
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Proxim

ity	
  

e.g.	
  [Bell	
  2012]	
  



Design	
  Axes	
  for	
  Privacy-­‐Media=ng	
  Technologies	
  

35	
  
Proxim

ity	
  

Bystander	
  

Physical	
  

Social	
  

Technical	
  

e.g.	
  [Squicciarini	
  2011]	
  



Design	
  Axes	
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  Privacy-­‐Media=ng	
  Technologies	
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Proxim
ity	
  

Bystander	
  
Social	
  

Push	
   Pull	
  

Co
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In	
  Situ	
  with	
  Bystanders	
  of	
  Augmented	
  Reality	
  Glasses:	
  	
  
Perspec=ves	
  on	
  Recording	
  and	
  Privacy-­‐Media=ng	
  Technologies	
  

•  In-­‐situ	
  interviews	
  with	
  bystanders	
  
to	
  AR	
  devices	
  

•  Interview	
  data	
  indicates	
  factors	
  
that	
  affect	
  acceptability	
  of	
  
recording	
  

•  Par=cipants	
  expressed	
  interest	
  in	
  
privacy	
  media=on	
  

•  Design	
  axes	
  for	
  privacy-­‐media=ng	
  
technologies	
  direct	
  system	
  research	
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